KEY CONSIDERATIONS

FOR INSOURCING YOUR
EDISCOVERY PRACTICE
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INTRODUCTION

Corporate litigation involves a complex web of processes, handoffs, analysis, and
projects. These separate elements naturally cause inefficiency, confusion, and
commotion if they aren’t properly planned or managed.

Corporate eDiscovery programs are mainly composed of four distinct areas: In-
house departments, technology vendors, service providers, and outside counsel.
Since no company can avoid litigation entirely, it's up to each to decide how to

best construct its capabilities from these ingredients.

Unfortunately, many companies rely on outdated thinking and practices, making
the process more inefficient, repetitive, and costly than it needs to be.

It doesn’t need to be this way! With today’s technology, in-house practices can
help you bring your case sizes under control, helping to stabilize and control your
eDiscovery budgets.

Over the following pages, we'll cover the biggest considerations and pitfalls of
insourcing your eDiscovery practice to support litigation response.
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CONTROL OF YOUR DATA 4

KEEP CONTROL OF YOUR DATA

We don’t want to scare or bore you. (Is it possible to do both at the same time?)
The fact is, security is a big deal these days. Call it what you want—cybersecurity,

data security, data privacy, information security, or some other term—but everyone
is worried about their data being stolen, damaged, destroyed, or misused.

Sadly, it's warranted. Every week, a new company is attacked and breached. Saying
“every week” is probably a gross understatement.

Data theft is possible for a variety of reasons; one common situation is when one
of your suppliers or partners is breached and your company’s data is stolen as a
result. You might have done nothing wrong but it’s still your data on its way out
the door.

Limiting Exposure

You can’t guarantee your legal review platform will remain safe from harm. What
you can do is limit your exposure by only exporting the most necessary, relevant
data for review. This should be your company’s approach no matter how data is
being used; why not start a trend with your eDiscovery program for the whole
company to follow?
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CONQUER FILE VARIETY

eDiscovery was once the province of email messages and
Office documents. Easy, right?

Today, your employees create a variety of information that
would boggle the minds of your legal team even just a decade
ago. Mobile devices, collaboration apps, proprietary software,
and specialized solutions all generate potentially discoverable
records in various file formats.

Just as a sample, is your eDiscovery software capable of
accessing, understanding, and processing all the following?

+ Skype instant messages

*  WebEx meeting recordings

+ Instagram posts

* Cloud-stored Google documents

Data can come in thousands of different formats, and you'll
need visibility into most of them at some point. Tools that

can only access traditional evidence sources can’t cope in the
current diversified technology environment.
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REMEMBER, YOU'LL NEVER BE ABLE
TO ANTICIPATE HOW MUCH DATA
YOU'LL NEED TO WORK WITH IN A
GIVEN CASE. BUT YOU CAN PLAN BY
HAVING A CONTINGENCY IN PLACE,
WITH SOFTWARE THAT WILL

GROW TO MEET YOUR
PROCESSING, SEARCH, AND

ASSESSMENT NEEDS. ' '

4D

SCALE TO MATCH
CASE SIZE

Let’s say you've gotten to this point and built an in-house
eDiscovery program. It’s cruising along, shrinking down
terabyte-sized cases to fractions of their original size. You're
feeling great, and happy with the ongoing results.

Then it happens. Maybe it's a legal hold that applies to
hundreds of employees and you’ll be collecting more
information that you could have ever imagined.

Scale is just as important as managing a variety of
information. If your software is capped out at a determined
case volume, you might find yourself suddenly stuck with too
much data to handle.

What if your technology could grow to handle that one,

gargantuan case? How valuable would it be to your company
to maintain control, no matter how large the case grew?

NUix
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BENEFIT FROM
EARLY CASE
ASSESSMENT

Early case assessment is the foundational process your
practice will use to get control of the evidence it sends
to outside parties.

Early case assessment gives you thoughtful options
and greater insights into the evidence, and lets you
make fact-based decisions early in the litigation
process. A mature early case assessment model allows
you to approach your eDiscovery efforts strategically.

Ask yourself this. Does it benefit anyone to review
unnecessary files, possibly meaning that information
gets processed multiple times? You stand to waste
time, money, and other resources by taking

this approach.

D>

We touch on many of these steps
throughout this eBook. Early case
assessment requires you to:

Understand your case -

+ Undertake fast, targeted, and
forensically sound collections

- Use fast and scalable processing tools

+ Use targeted searches to thoroughly
investigate your case and
key custodians

Establish the context of your key facts

+ Navigate and organize the data
in seconds

Seamlessly add reviewers to the case
Undertake a rapid first-pass review

« Consider the metadata as well as
the data

Iterate the process
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EMPOWER YOUR EXPERTS

Your employees are best equipped to understand your enterprise and apply that knowledge to early case assessment.

To tap into that expertise, your eDiscovery program should involve as many subject matter experts and stakeholders as
possible across the enterprise.

That’s not to say that you should open eDiscovery cases to everyone. Rather, it means granting specific users in various areas
visibility into the data through user-friendly visualization and analytics. It means spreading out the burden of internal review

to the people who know your business the best, all without putting the evidence at risk of damage or misuse.

That expertise extends to your power users who are responsible for culling and redacting the records before production and
presentation. They're tied in with your business practices and interests more than anyone else.

Let them bring their expertise to bear as early in the process as you can.
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END-TO-END
ONE PLATFORM

The eDiscovery process is a journey of several
phases. Each of these steps—preservation,
collection, processing, assessment,
production, and review—have often been tied
to specific, distinct tools in the past.

This approach has worked, but it’s not nearly
efficient enough. If you were given the
choice, would you opt for a closely integrated,
scalable, and battle tested eDiscovery
platform, or a variety of purpose-built tools
that depend heavily on manual intervention
and custom connections?

A single eDiscovery solution is simpler,
faster, and more capable of putting the right
information and insights into your hands,
faster than the alternative.

EMPLOYING AN END-TO-END
EDISCOVERY SOLUTION HAS A
POSITIVE RIPPLE EFFECT ON OTHER
COMMON AREAS OF DATA RISK.
INVESTIGATIONS, INFORMATION
GOVERNANCE, DATA PRIVACY, AND
CONSUMER DATA ACCESS REQUESTS
ALL BENEFIT FROM A STRONG,
INTEGRATED EDISCOVERY CAPABILITY.

NUixX
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THIRD-PARTY VENDOR COSTS

UNDERSTAND
THIRD-PARTY
VENDOR COSTS

Outsourcing eDiscovery review work is sometimes
unavoidable; it's a business reality. Do you know how
much you're spending on each stage of eDiscovery case-
by-case, or over a given year?

Case review costs for litigation or regulatory action are
closely tied to the volume of information you submit

for review. Simply put, you’'ll pay more in hosting costs
and billable hours if you provide millions of potentially
relevant files taking up terabytes of storage space than if
you shrink that number down to hundreds or thousands
of files that only take up a few gigabytes.

Take some time to closely review your eDiscovery spend
and identify the areas where your process might be
leading to waste. If you don’t already know how much
you're spending, the numbers might just make your
jaw drop.

AT

YOU'LL MAKE A STRONGER CASE FOR
EXPANDING YOUR IN-HOUSE EDISCOVERY
CAPABILITIES IF YOU CAN START WITH
YOUR CURRENT BOTTOM LINE. ENTERPRISE
TECHNOLOGY ISN'T CHEAP, BUT KNOWING
WHAT YOU SPEND ALREADY WILL HELP EASE
CONVERSATIONS WITH YOUR

INTERNAL STAKEHOLDERS, ' |
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AVOID OVERCOLLECTION
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AVOID OVERCOLLECTION

The simple answer in eDiscovery is yes. Digging down a little further, the answer really

becomes ‘it depends’.

[@ Efficiency

What's easier? Collecting everything from a custodian’s
devices or targeting your collection to just relevant files
and locations?

This is a question you'll need to answer case by case,
and it's about where you place the effort. If you collect
everything, you’ll need to take more time analyzing data
but stand less risk of needing to go back for missing
records, communications, or files.

Targeting your eDiscovery collections means smaller
case files to start and requires you to front-load your
efforts to include pre-collection interviews. It also

increases the likelihood you'll need to re-collect data at a
later point.

Storage costs are falling fast, but they still represent a
capital expenditure. Full disk collection means needing
terabytes of storage for each custodian, whereas

targeted collections are more cost-effective from a pure
storage perspective.

So, is it too much?

That's a question you'll have to ask, and answer, for your
organization. Only you know what's the right mix for your
business, and that answer will become a central piece of
your in-house eDiscovery efforts.

Nnuix
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UNEXPLORED REPOSITORIES

TAP UNEXPLORED.REROSITORIES

This may come as a surprise: eDiscovery practices can uncover gems of
business intelligence in the wilderness of data repositories.

Wait, what does that mean?

It means that there’s intelligence to be found saved somewhere on your
servers or in your cloud storage services. Your company probably has
petabytes of business information just begging for analytics to be run
across it.

Could your enterprise benefit from a better understanding of its
customers? How about market analytics, competitive analysis, or
improved forecasting?

Part of a successful eDiscovery program is documenting where
information rests across your infrastructure. That information isn’t
limited to use as evidence for litigation. It's remarkable how much
eDiscovery and business intelligence can benefit from each other.

And it doesn’t hurt if all of that intelligence is organized and displayed in
cutting-edge visualizations.

YOUR EDISCOVERY PRACTICE
SHOULDN'T OPERATE IN A VACUUM.
PARTNER WITH OTHER BUSINESS AREAS

AND EXPLORE HOW YOU CAN HELP
EACH OTHER TO CREATE THE GREATEST
BUSINESS VALUE POSSIBLE.

Nuix
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LEVERAGE DATA ANALYTICS

LEVERAGE DATA
ANALYTICS

Most eDiscovery projects rely almost exclusively on
search engines and place an unhealthy emphasis on
keywords and keyword search. This process is slow,
time-consuming, and expensive. More importantly,
potentially relevant documents that don’t satisfy search
parameters can remain completely hidden from view for
the length of the matter; their late discovery can have
disastrous consequences.

Data analytics can help overcome the limitations of
keyword search by quickly identifying key facts and fact
patterns in any-sized data set. Example use cases for
data analytics include:

* Assess the scope and effort required to review the
document collection

* Analyze the quality and accuracy of keywords in
advance of document review

* Analyze communication patterns across individuals
and networks

+ Identify key concepts and terms found inside the
document collection

« Identify and isolate key periods of activity during
the matter

* Analyze the amount of (and translate) foreign
languages found in the case documents

+ Assess and report on the progress of the review team

- | g
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TURN EDISCOVERY
INTO AN ADVANTAGE

Bringing some or all of the litigation process in-house by
expanding your current eDiscovery capabilities requires
planning, patience, and technology that will support your
business needs.

It can also, when done correctly, create a considerable business
advantage, potentially saving millions on redundant data
processing and review, building efficiency into a typically
cumbersome process, and opening up new resources for
business intelligence.

NuixX
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IS IT TIME FOR YOUR COMPANY
TO BUILD UP ITS INTERNAL

EDISCOVERY
PROGRAM?

ABOUT NUIX

Nuix understands the DNA of data at enormous scale. Our software pinpoints the critical
information organisations need to anticipate, detect and act on cybersecurity, risk and
compliance threats.

North America EMEA APAC
USA: +1 877 470 6849 UK: +44 203 934 1600 Australia: +61 2 8320 9444
» Web: nuix.com » Twitter: @nuix

Nnuix



	Introduction
	Understand Third-Party Vendor Costs
	Avoid Overcollection
	Keep Control of Your Data
	Tap Unexplored Repositories
	Empower Your Experts
	Master File Variety
	Scale To Match Case Size
	Turn eDiscovery Into an Advantage
	Conclusion
	Table of Contents
	Benefit
	End to End One Platform
	Leverage Data Analytics

	Button 71: 
	Button 233: 
	Button 234: 
	Button 244: 
	Button 235: 
	Button 239: 
	Button 240: 
	Button 242: 
	Button 237: 
	Button 238: 
	Button 236: 
	Button 241: 
	Button 190: 
	Page 2: 
	Page 3: 
	Page 6: 
	Page 8: 
	Page 14: 

	Button 192: 
	Page 2: 
	Page 3: 
	Page 6: 
	Page 8: 
	Page 14: 

	Button 191: 
	Page 2: 
	Page 3: 
	Page 6: 
	Page 8: 
	Page 14: 

	Button 193: 
	Page 2: 
	Page 3: 
	Page 6: 
	Page 8: 
	Page 14: 

	Button 194: 
	Page 2: 
	Page 3: 
	Page 6: 
	Page 8: 
	Page 14: 

	Button 195: 
	Page 2: 
	Page 3: 
	Page 6: 
	Page 8: 
	Page 14: 

	Button 196: 
	Page 2: 
	Page 3: 
	Page 6: 
	Page 8: 
	Page 14: 

	Button 197: 
	Page 2: 
	Page 3: 
	Page 6: 
	Page 8: 
	Page 14: 

	Button 198: 
	Page 2: 
	Page 3: 
	Page 6: 
	Page 8: 
	Page 14: 

	Button 199: 
	Page 2: 
	Page 3: 
	Page 6: 
	Page 8: 
	Page 14: 

	Button 200: 
	Page 2: 
	Page 3: 
	Page 6: 
	Page 8: 
	Page 14: 

	Button 201: 
	Page 2: 
	Page 3: 
	Page 6: 
	Page 8: 
	Page 14: 

	Button 202: 
	Page 2: 
	Page 3: 
	Page 6: 
	Page 8: 
	Page 14: 

	Button 4: 
	Page 2: 
	Page 3: 
	Page 6: 
	Page 8: 
	Page 14: 

	Button 3: 
	Page 2: 
	Page 3: 
	Page 6: 
	Page 8: 
	Page 14: 

	Button 243: 
	Button 8: 
	Page 4: 
	Page 10: 
	Page 11: 
	Page 15: 

	Button 7: 
	Page 4: 
	Page 10: 
	Page 11: 
	Page 15: 

	Button 245: 
	Page 4: 
	Page 10: 
	Page 11: 
	Page 15: 

	Button 246: 
	Page 4: 
	Page 10: 
	Page 11: 
	Page 15: 

	Button 247: 
	Page 4: 
	Page 10: 
	Page 11: 
	Page 15: 

	Button 248: 
	Page 4: 
	Page 10: 
	Page 11: 
	Page 15: 

	Button 249: 
	Page 4: 
	Page 10: 
	Page 11: 
	Page 15: 

	Button 250: 
	Page 4: 
	Page 10: 
	Page 11: 
	Page 15: 

	Button 251: 
	Page 4: 
	Page 10: 
	Page 11: 
	Page 15: 

	Button 252: 
	Page 4: 
	Page 10: 
	Page 11: 
	Page 15: 

	Button 253: 
	Page 4: 
	Page 10: 
	Page 11: 
	Page 15: 

	Button 254: 
	Page 4: 
	Page 10: 
	Page 11: 
	Page 15: 

	Button 203: 
	Page 4: 
	Page 10: 
	Page 11: 
	Page 15: 

	Button 204: 
	Page 4: 
	Page 10: 
	Page 11: 
	Page 15: 

	Button 205: 
	Page 4: 
	Page 10: 
	Page 11: 
	Page 15: 

	Button 5: 
	Page 5: 
	Page 9: 
	Page 13: 

	Button 6: 
	Page 5: 
	Page 9: 
	Page 13: 

	Button 255: 
	Page 5: 
	Page 9: 
	Page 13: 

	Button 256: 
	Page 5: 
	Page 9: 
	Page 13: 

	Button 257: 
	Page 5: 
	Page 9: 
	Page 13: 

	Button 258: 
	Page 5: 
	Page 9: 
	Page 13: 

	Button 259: 
	Page 5: 
	Page 9: 
	Page 13: 

	Button 260: 
	Page 5: 
	Page 9: 
	Page 13: 

	Button 261: 
	Page 5: 
	Page 9: 
	Page 13: 

	Button 262: 
	Page 5: 
	Page 9: 
	Page 13: 

	Button 263: 
	Page 5: 
	Page 9: 
	Page 13: 

	Button 264: 
	Page 5: 
	Page 9: 
	Page 13: 

	Button 206: 
	Page 5: 
	Page 9: 
	Page 13: 

	Button 207: 
	Page 5: 
	Page 9: 
	Page 13: 

	Button 208: 
	Page 5: 
	Page 9: 
	Page 13: 

	Button 9: 
	Page 7: 
	Page 12: 

	Button 10: 
	Page 7: 
	Page 12: 

	Button 265: 
	Page 7: 
	Page 12: 

	Button 266: 
	Page 7: 
	Page 12: 

	Button 267: 
	Page 7: 
	Page 12: 

	Button 268: 
	Page 7: 
	Page 12: 

	Button 269: 
	Page 7: 
	Page 12: 

	Button 270: 
	Page 7: 
	Page 12: 

	Button 271: 
	Page 7: 
	Page 12: 

	Button 272: 
	Page 7: 
	Page 12: 

	Button 273: 
	Page 7: 
	Page 12: 

	Button 274: 
	Page 7: 
	Page 12: 

	Button 209: 
	Page 7: 
	Page 12: 

	Button 2010: 
	Page 7: 
	Page 12: 

	Button 2011: 
	Page 7: 
	Page 12: 

	Button 74: 
	Button 75: 


